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How the U.S. Air Force’s DiBaT 
Initiative is Using Blockchain to 
Build Trust and Transparency
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Financial transparency has become as mission-critical as 
operational readiness, especially as the U.S. Air Force (USAF) 
navigates billions in annual budgets across commands, 
programs, and vendors — a monumental task complicated by 
the constraints of legacy systems.

These systems, built for an earlier generation of financial 
oversight, often struggle to deliver real-time visibility into 
where funds are spent, how efficiently they’re used, and 
whether they achieve their intended impact. The result? Gaps 
in accountability, delayed reporting, and exposure to fraud, 
waste, and abuse (FWA).

Recognizing that true transparency requires technological 
innovation, the Air Force partnered with SIMBA Chain under a 
Small Business Innovation Research (SBIR) contract to develop 
the Digital Blockchain Budget Accountability and Tracking 
(DiBaT) platform — a first-of-its-kind system using blockchain, 
artificial intelligence (AI), and graph analytics to ensure that 
every dollar tells its story.

Blockchain AI Graph Analytics
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COMPLEXITY
Without Clarity

The CHALLENGE:

The Air Force’s financial management ecosystem is massive and multifaceted. Budgets flow through 
multiple commands, project offices, and external vendors; data passes through disconnected systems 
and siloed databases; and reporting often lags behind real-time operations.

When funds move faster than oversight can track, decision-makers lose the ability to see the full 
picture. They can’t easily answer questions like:

Such opacity doesn’t just create inefficiencies — it introduces risk. Budget fragmentation, outdated 
IT infrastructure, and inconsistent data standards make it difficult to prevent misuse or duplication 
of funds. In high-stakes environments, this can translate into significant vulnerabilities for the 
Department of Defense (DoD).

By 2024, with rising operational tempo and growing demands for rapid, transparent fund allocation, 
the Air Force needed a transformative solution — one that could deliver end-to-end visibility, 
auditable accountability, and data integrity at scale.

Where are funds currently being spent?

Which programs or suppliers account 
for the highest costs?

Are budget allocations producing 
measurable outcomes?
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BLOCKCHAIN
as the Foundation of Trust
The DiBaT platform was built with one overarching goal: to create a single, immutable source of 
financial truth for the U.S. Air Force.

At its core, DiBaT uses blockchain technology — a distributed ledger that ensures every transaction 
is securely recorded, timestamped, and tamper-proof. Through smart contracts, each financial 
transaction is tokenized as a non-fungible token (NFT), representing a unique, verifiable record on 
the blockchain.

This means that from the moment a dollar leaves its originating budget line to the point it’s spent 
on a supplier or program, its journey is permanently traceable.

From Raw Data to Meaningful Insight
But blockchain alone wasn’t enough. The SIMBA Chain team knew that transparency also required 
context — a way to connect and visualize how funds, contracts, and participants relate to one another.

To achieve this, the team developed a custom ontology for the Air Force’s financial domain — 
essentially a structured vocabulary that defines how financial entities (like vendors, budgets, and 
transactions) interrelate.

The resulting data was mapped into a graph database, or “knowledge graph.” In this graph, each 
transaction is a node, and each relationship (e.g., “Vendor X received $Y for Program Z”) forms a 
connection. This allows complex relationships to be analyzed visually and algorithmically, revealing 
spending trends, bottlenecks, or anomalies that traditional spreadsheets could never uncover.

The SOLUTION:

Every transaction is cryptographically secured, and every data 
point carries a built-in audit trail.
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AI-POWERED 
OVERSIGHT:
Insights at the Speed 
of Conversation

One of DiBaT’s most transformative features is its integration of Large Language Models (LLMs) and 
Retrieval-Augmented Generation (RAG) — the same class of technologies powering modern 
AI assistants.

Through a natural-language “chat” interface, users can ask DiBaT questions in plain English, such as:

Behind the scenes, DiBaT translates these questions into complex graph queries, searches the 
blockchain-backed database, and returns verified, explainable answers — not approximations.

Unlike many AI systems that risk “hallucinating” answers, DiBaT’s responses are anchored in 
immutable blockchain data. Every insight can be traced back to a verifiable source, ensuring 
confidence in both the process and the result.

This design empowers Air Force analysts, auditors, and decision-makers — even those without 
technical expertise — to access accurate insights instantly, transforming oversight from a 
retrospective task into a proactive capability.

“Which supplier had the highest contract 
value last quarter?”

 “Where are the largest unspent balances 
in the mobility program?”

 “Who supplied the cheapest actuator in 
the last procurement cycle?”
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Pilot Results: 
TRANSPARENCY 
IN ACTION

The DiBaT pilot delivered several key outcomes that underscore its potential to redefine government 
financial management:

By fusing blockchain’s immutability with graph analytics and AI-driven intelligence, DiBaT 
provided the Air Force with unprecedented financial visibility — all while strengthening trust, 
reducing risk, and accelerating decision-making.

End-to-End Fund Traceability
Every dollar could be tracked from its 
source allocation to its final expenditure.

Automated Compliance 
Smart contracts enforced spending 
rules, ensuring that funds were used 
only for authorized purposes.

Real-Time Oversight
Leadership gained the ability to 
detect anomalies, inefficiencies, 
and bottlenecks as they occurred.

Audit Readiness
Immutable blockchain records reduced 
the need for manual reconciliations, 
dramatically improving audit efficiency.
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WHY THIS 
MATTERS:
Beyond Technology, 
Toward Cultural Change

At its heart, DiBaT isn’t just a technology project — it’s a model for how accountability can be 
engineered into the system itself.

In traditional financial oversight, auditability depends on after-the-fact documentation and human 
reconciliation. DiBaT flips that paradigm: it builds auditability into every transaction. Each event 
on the blockchain is a self-contained record of truth, automatically verifiable and resistant to 
manipulation.

This has profound implications for the DoD’s broader goals around Fraud, Waste, and Abuse (FWA) 
reduction and financial modernization. It represents a shift from compliance as a process to 
compliance as an outcome — one inherently guaranteed by the system’s design.

Moreover, by democratizing access to complex financial data through natural-language AI, DiBaT 
ensures that decision-makers at all levels — from program managers to auditors — can participate 
in informed oversight without needing specialized technical skills.
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SCALING 
THE VISION:
From Air Force Pilot 
to DoD Standard

The success of DiBaT has implications far beyond a single branch of service. The same principles — 
blockchain-based transparency, graph-based analysis, and AI-driven accessibility — can be applied 
across the entire Department of Defense enterprise.

Imagine a DoD-wide ledger that provides real-time insight into every contract, vendor, and 
expenditure — a unified financial ecosystem where waste is visible, accountability is built-in, and trust 
is verifiable.

This isn’t a distant vision; it’s the logical next step. DiBaT has shown that blockchain can work at scale 
in one of the most complex operational environments in government.

As defense agencies continue to modernize, the integration of immutable ledgers, intelligent data 
modeling, and AI-powered interfaces will be key to achieving fiscal transparency and efficiency across 
the board.



Conclusion: 
ENGINEERING 
INTEGRITY INTO 
THE SYSTEM
The Digital Blockchain Budget Accountability and Tracking (DiBaT) initiative marks a pivotal 
moment in defense financial modernization. It proves that technology — when designed for 
transparency, traceability, and trust — can directly strengthen government accountability and 
mission effectiveness.

In a world where the speed of decision-making often outpaces the speed of oversight, the Air 
Force’s adoption of blockchain-based financial intelligence signals a cultural transformation: one 
where data integrity becomes a defense capability in itself.

With DiBaT, the Department of Defense isn’t just auditing the past — it’s 
securing the future of fiscal responsibility.
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